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KomyHukauuja nocpeAcTBOM efieKTpoHCKe nowTe (e-mail) oaBMja ce roguvHama YyHasag u
npejctasmba edukacaH M jefJHOCTaBaH HAUMH pasMeHe Mopyka Kako y UWbYy JNYHE Tako U
npodecnmoHanHe KOMyHMKaLluje.

MacoBHOCT ynoTpebe enekTpOHCKe MowiTe, Kopuwhere Hanora enekTpoHcke nowuTe 3a NpUCTyn
ApywiTBEeHUM Mpexama (Facebook, Instagram, LinkedIn itd.) nan 3a npujem mM3Boja CTarba Ha
6aHKOBHOM payyHy Kao M 3a NPUCTYN PasnvunTMM anavkauvjama v cajToBMMa, 3a Hanajade
npescTaB/ba BpefaH pecypc, jep NPUCTYNoOM Hanory enekTpoHcke nowiTe (KOPUCHUYKOM UMEHY U1
NO3NHKM) MOry Aohn y Nocea NNYHUX U NOBEP/bUBUX MNOAATaKa O KOPUCHUIKY.

Kaga ce ogpeheHN KOPUCHUK WHTepHeTa Hafe y cuTyaumju ga cy Hanagauu HeonawheHo
NPUCTYNUAN HEroBOM Hanory enekTpoHCKe MoLuTe, MocToje kopauwu Koje je moryhe npegysetu a
Koju 61 KOPUCHUKY oMOryRrAN NOHOBHY MPUCTYN HaNory Koju je NpeTxoAHo 610 KOMMNPOMUTOBAH,
Kao 1N CMepHMLEe O HauYMHMMA 3aLUTUTE HaNora Kako ce KOPUCHMK He 61 Halao y cuTyaumjy aa
ocTaHe 6e3 NprCTyna CBOM Haiory eNekTPoHCKe MoLuTe.

PA3/1031 360l KOJUX JE ENNIEKTPOHCKA MNOLWTA META
HANALA4YA

Hajuewwhn pa3nosu 360r KojuX je efekTpoHCKa NoLTa MeTa Hanagaua cy:

* YKONMKO Hanajay npeysme Hanor enekTPOHCKe MoLUTe KOPWUCHUKA TO My MoXe omoryhutu
NpUCTYyN NoAaumMma Ha APYrM Hano3nmMa, Ha npumep Moxe fohu fo nogaTaka KOPUCHMKA Ha
APYLUTBEHMM Mpexama ako je Hanor KpenpaH Ha OCHOBY Te aApece AN MoXe NPUCTYNNTU CBUM
npuBaTtHUM $ajnoBuma KOpPUCHMKA Ha Dropbox-u, Google Drive-y v Apyrum cepBucruma 3a
cknaguwTerse $ajioBa, U Ha Taj HayuMH Hanagad Aobuvja ApUCTyn ANYHUM MHPOPMaLmjama
KOPUCHUKA.

e HeoBnawheHUM NpUCTyNabem Hanory enekTpoHCKe MoLITe KOPWCHWKA, Hamnagadv umajy
MOryhHOCT Aa peceTyjy N03MHKe 1 NpUCTyrne CBUM APYriM HanosrmMa KOPUCHMKA, 0631MpoM Aa
BeAVHa VHTepHeT cajToBa M anaukauvja Ha aApecy efleKTPOHCKe MowTe Lake NIMHK 3a
peceToBabe /I03NHKE, YMME jeJHUM KIMKOM Hanajayum Mory npoMEeHUTU NI03UHKEe CBUX APYrix
Hanora KOpUCHMKa.

e Kaga Hamagay nMpucTynu Hanory enekTpoHCKe MoLuTe KOpUCHWMKa, ToO My omoryhasa yBuj y
npenuncke 1 NUCTY KOHTakaTa (41aHOBW MopoauLe, npujate/b AN NMOCAOBHW NapTHepU) LITO
Hanajayun gabe MOry UCKOPUCTUTU 3a CNakbe Hexe/beHe eNleKTPOHCKe MmoLuTe, Hajuellhe Kpo3
OULINHT MOpYyKe, ca Lu/beM KOMNPOMUTOBakHa LWTO Beher 6poja Hanora.

KOJU CY HAYUHN HA KOJE HANMAJQA4YN MOr'Y
HEOB/IAWWREHO NPUCTYNNTU ENIEKTPOHCKOJ NowTun?

Hanagauun Hajuewhe kopucTe cnegehe HaunHe Kako 6y HeoBnawheHo NPUCTYNNAN

eNeKTPOHCKOj MOLUTN KOPUCHMKA:

e CnarbeM rnopyka nocpesCcTBOM eNneKTPOHCKe NoLuTe Koja je KpenpaHa Tako ja nsrnega Kao ga je
nocnarta 13 NeruTUMHOT U3BOPA, HMNP. O CTPaHe NpoBajaepa enekTpoHcke nowte (Gmail, Yahoo,
Microsoft Outlook itd.), rae ce o KOpUCHMKa 3axTeBa Ja ce oneT npujaBn Ha Hanor. Hajuewwhe je
Ta Mopyka KpeupaHa ca efnemMeHTMa XUTHOCTW, T4e Ce y KPaTKOM POKy 3axTeBa MpujaBa Ha
HaJior, Ha NprMep Kako 61 KOPUCHUK n3berao rybutak nojartaka, rallere Hajaora Uan Kako 6m
NPOMEHMO NO3UHKY jep je HaBOAHO Apyra ocoba nokyLuana Aa npucTyrnm Hanory KOpUCcHmMKa.



From: Cert Email storage <no-reply@email-notifications.com>
Sent: sreda, 02. februar 2022. 04.06

To!

Subject: Action Required: ? Disable Email Notification

I This email 1s from a trusted source.

o
We received a request from you to shutdown this accounmhls request will be processed shortly.
If you did not authorize this action kindly cancel now if not disregard this message.

CANCEL REQUEST

Thanks for taking additional steps to keep your account safe.

Regards,
Webmuail Support

Cnnka 1 - lNpuMep e-noLTte 0 HaBOAHOM Trallerby Hasora KOpUCHKKa

e Brute Force HamaAu Koju MojpasymeBajy MoOKyLUaj MPUCTYNa CUCTEMY XPTBE HenpekuAHUM
NIOrOBatbeM  PasNMUUTUM  KOM6UWHaLMjama coBa, 6pojeBa W cMMbona ca  LWbEM
naeHTUdMKaLmje KOPUCHUYKOT MMEHa U NI03UHKe.

e Kaja KOPUCHMK MPUCTyNa enekTPOHCKO] MowTu KopuwherweM jaBHe 6exunyHe mpexe (Wi-Fi),
Hamajauyy Mory Aa MpecpeTHy HUXOB MPUCTYN WUHTEpPHeTy yYuMe Aobujajy yBUZA Yy KOMMAeTaH
caobpahaj 1 mory ga rnpeysmy nosepsbliBe Nojatke Uan NAeHTUTET KOPUCHUKA.

e [lpey3MaremM 3/710HaMepHor codpTBepa (ManBepa) KpPO3 MOpPyKe eneKTPpOHCKe MoLwTe U3
HenpoBepeHUX n3Bopa (Hajuewwhe cy y nnTary GULLIMHT NOPYKe).

KAKO KOPUCHUK MOXXE NPOBEPUTU OA /1IN JE HEKO
HEOBJ/IAWWREHO NPUCTYNNO HErOBOM HANOrY
ENNIEKTPOHCKE NOWTE?

Cnegehu npumepn naycTpyjy cutyauuje y KojuMa je HajsepoBaTHMje AOLINO0 A0

HeoBnawheHor npeysnMaka Hanora e/1eKTPOHCKE rnowuTe o4 CTpaHe Hanajada:

e OuurnesaH nokasaTte/b ja je Ha/lor KOMMPOMWUTOBAH jecTe YKONMKO KOPWUCHUK He MoXe Ja
NpUCTYNKX Hanory y3 obaBeLUTeHE /A je N031HKA MPOMEH-EHa;

e [lpnjaTe/sn N Konere rnpumMajy HexesbeHy MoLUTY Koja A0Masn Ca ajpece efleKTPoHCKe noLuTte
KOPUCHMKa KOjW CyMHsa fia MY je Hanor KOMMPOMUTOBAH;

e [lpnjeM BULLUE y3aCTOMHMX 3axTeBa 3@ MPOMEHOM JI03MHKe Ca APYrMX VHTEPHEeT CTpaHuua u
annankauuja;

e [lpoBajaep enekTpoHcke nowTte (Gmail, Yahoo, Microsoft Outlook itd.) ob6aBeLLTaBa KOPUCHMKA O
BULLECTPYKMM MpurjaBamMa ca HermosHaTux IP agpeca v nokaumja.



KOPAUW KOJE JE MOFYRE NPEAY3ETU YKOJTUKO JE
AOWNO A0 HEOBNAWREHOI NPEY3UMAA HANOIA
ENEKTPOHCKE NOWTE

YKONIMKO KOPUCHUK MMa W Jajbe NPUCTYN Hanory, noTpebHo je y HajkpaheMm poky:

L4 npOMEHVITVI NNO3NHKY KOMNPOMWTOBAaHE €N1eKTPOHCKE MOoLUTE Kao 1 CBe JI03MHKEe Ha Hano3rma
rae ce oBa agpeca KOpumctuia Kao n npaTeha CNTYPHOCa NMnTaka KOja Cy B€3aHa 3a KOHKpeTaH
Hanor,

e AKTUBUPATL aHTUBUPYC, KNUKOM Ha ,full scan”;

e Y OKBMPY CekUMje MojellaBakba NMPOBEPUTU Aa SIN CYy MPOMEHEHM MPETXOAHO AedUHUCaHU
napameTpu.

AKO KOPWCHVK HeMa MPUCTYM Hanory, 1 I03MHKa je MpoMereHa 0J, CTpaHe Hanajaya, noTpebHo je
3ano4ety npoueaypy onopaeka. Y ogpeheHum caydajeBuMa Hanor je Moryhe onopasutin
kopuctehn metofe Bpaharba Hasora Kao WTO cy kopuwhere cekyHAapHe agpece eneKTPOHCKe
nowTe, 6poja TenepoHa UNM OLTOBOPOM Ha CUTYPHOCHA NunTakea. [poBajiep enekTpoHcKe noLuTte
he KOpUCHUKY OMOryRAWTM JNIMHK Ca N03MHKOM 3a Bpahake Hanora Ha CekyHZapHy ajpecy
eneKTpoHCKe noLuTe, AN NopyKy Ha MOBUAHN TenedoH ca unbem Bpahara Hanora.

Mpoueaype 3a oropasak Hajora efekTPOHCKe MOoLTe, 3@ PasvunTe NpoBajaepe, ce Hanase Ha
cnegehM NMHKOBMMA:

e Gmail

e Microsoft Outlook

e Yahoo

MeRyTuM, YKONMKO Cy Hanajayum W3MeHWAW noAaTke 3a MpUCTyn Hanory, noTpebHo je
KOHTaKTMpaTh MOAPLUKY Y Uuby Aobujatba MHbOpMaumja O AOAATHUM KopaluMma JoKasuBaha
NAEHTMTETA KOPUCHMKA LUTO MOXe BUTK AyroTpajaH NpoLec, a He Mopa Ce YBeK 3aBPLUNTY YCMeLIHO
- 0HOCHO BpaharemM Hanora KOpuCHUKY. V3 Tor passora HEOMXOAHO je Npeay3eTu cBe kopake Aa
Ce eleKTPOHCKa MoLuTa 3alTUTL o4 HeoBnalwheHor npucTyna.


https://accounts.google.com/signin/v2/recoveryidentifier?hl=sr&flowName=GlifWebSignIn&flowEntry=AccountRecovery
https://account.live.com/ResetPassword.aspx
https://login.yahoo.com/account/challenge/session-expired?authMechanism=secondary&done=https%3A%2F%2Fwww.yahoo.com%2F

KAKO 3AWTUTUTU ENEKTPOHCKY NowTy oA
HEOBNAWREHOI NPUCTYNA?
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V! O6paTuTH Narkiby Ha Mmejnose

ca npunosuma mnan TMHKOBMMa

PeposHo axypuparse

oneparMBHOr cucTtema M

Cnvika 2 - Kopauy 3alTnTe Hanora enekTpoHcke noLuTe
1. Kpenparme KOMNAEKCHUX TO3UHKWN
JesaH o HauMHa 3alTUTe Hasora, Koju cMamyje MoryhHoOCT HeoBnawheHOr NpucTyna ANYHUM U
0CeT/bVBUM MNoJaLMMa KOPUCHUKA jecTe Kpenpahe KOMIMIEKCHUX NO3UHKU.

OCHOBHe CMepHNLie 3a Kpenpare CUTYPHUX NO3UHKM Cy:
e Kopuwhere Hajmare 9 andaHymepmnukmnx kapaktepa v To:
- Manunx cnosa (a-z)
- BeJIKKX cnosa (A-Z)
- 6pojea (0-9)
- 3HaKkoBa (|@#$%N&*)

JNlo3nHka He 61 Tpebano ga cagpXu NnyHe nogatke (Mme, npesrMe, HagUMakK, AaTyMm pohera,
nme kyhHor /sbybumua nTa.)

Mpuynvkom Kperpara NO3NHKU He KOPUCTUTU CeKBeHLe ca TacTaType (4eo pesa Ha TactaTypwu
Kao wTo cy qwerty, 123456 nta.)

He KOpUCTUTK UCTY NO3UHKY 3a BULLE Hasora.

JNlo3nHka Tpeba fa cagp>Xu CBakWM O NPenopyyeHnx CNOBHUX WA 3HAaKOBHUX KapakTepa, Kako 6u
CNI0XKEHOCT N1031HKe 6una WwTo Beha YnmMe 61 ce oTexao HeonalheHn NpPUCTyn.



2. Kopywhenwe aBodakTOopCcKe ayTeHTNPUKaLuje

Kopuwherem gsodaktopcke ayteHTUPMKaLmje obe3sbehyje ce fosaTaH HMBO 6e36eHOCTM LWITO ce
Hafora Tu4ye, 063MPOM Aa Mozpa3ymMeBa MOCTOjakbe BuLLe KOpaka MpoBepe Kako 6u KOPUCHMK
[0Ka3ao NAEHTUTET, O4HOCHO Aa je 3arnpaBO KOPUCHUK Taj Koju MpucTyna Hanory. Ha npumep, 3a
npujaBy Ha Hasor efieKTPOHCKe MoLuTe Mopes S03UHKe, KOPUCHUK he JOBUTU CUTYPHOCHU KOZ
nytem CMC nopyke 4mjum yHollereM JoKasyje WAeHTUTeT 1 npucTyna Hanory. [lBodakropcka
ayTeHTdMKaynja nojpasymesa KOM6HOBaHe ZiBa HaunHa og csiefeha yetmpu:

e OHO WTO 3HaMm (no3umHka, NMNH)
e OHO LUTO MMaM (TOKeH, KapTuue, MOBUAHK TenedoH)
e OHO LWITO jecaM (OTMCaK NpcTa, Npeno3HaBake A1La, oka...)

e OHO WTO pagmm (rosop)

3. Npunukom Kopuwhewa oTBOpeHOr 6eXWuyHor wuHTepHeTa (Wi-Fi), opHOCHO jaBHO
AOCTYNHUX Tayaka 3a NPUCTYN MHTEpPHeTY Tpeba 6MTU foaaTHO 06a3puB

BecnnaTtaH NpucTyn 6eXNYHOM NHTEPHETY NpeAcTaB/ba CBe PacnpoCTparbeHunjy YCIyry Koja ce HyAmn
KOPUCHULMMA YyroCTUTe/bCKX 06jekaTa, XoTena, TPXKHUX LieHTapa, aepoApoma, Yak 1 BO3Wa jaBHOT
npeso3a. Benuku 6poj KOPWUCHMKA CBAKOAHEBHO KOPUCTW 6ecniaTtaH MnpuUcTyn 6eXuvyHoM
NHTEpHeTY 3a pasinynTe noTpebe - 3a NPUCTYN APYLUTBEHMM MpeXama, eNeKTPOHCKOj NoLWTK Uan
Ha NpuMep 3a ,paj Ha Aa/bUHY" y oMUbeHOM Kade bapy. BehrHa KopucHMKa Huje cBecHa fa cy Ha
Taj HaYMH V3N10XEeHW PU3NKY OA rybutaka nogartaka, kao wTo cy doTorpaduje, nopyke, ANYHU
nojauu, nosvHke n nHGopmaumje o 6aHKOBHMM pauyyHMMa. Beoma pacnpocTpaweH Tun cajbep
Hanaga NpuaMKoM Kopuwhera jaBHUX BeXNYHUX MpeXa jecTe T3B. ,40BeK y cpeAanHun” (eHr. Man-
in-the-middle - MITM), rae je HanagaunMa Uub fa 6yay y UCTOj MpeXu ca ApYruM KOpUCHULMMA U
npecpeTHy HWXOB MPUCTYN WHTEPHeTY Ynme fobujajy yBUA y KOMMneTaH caobpahaj v mory aa
npey3my nosepsblBe NoAaTKe NN UAEHTUTET KOPUCHMKA.

Hanagaun Takohe MoOry nako Kpempatu NaxHO MNPUCTYNHO MecTo (hotspot) 3a 6eXUYHy jaBHY
MPpeXy, Koja UMUTMPa MPeXy HeKOr YroCcTUTe/bCKOT UN ApYror objekTa - rae je Hajuewwhe cnobogaH
NpPUCTYN UAK cy Wwrdpe nako AOCTyMHe U PeTko ce Merajy. To omoryhasa Hanajauy Aa nocrasu
3aMKy Ca Ha3MBOM MpeXe KOoja /IMYM Ha Ha3MB YrocTuTes/bCkor objekTa, Uiy Ha3nBOM Kao LUTO je
“BecnnataH Wi-Fi*. Kaga ce KOPUCHWK MOBeXe Ha MPUCTYMHY Tauky, KpenpaHy Ha OBakaB HauuH, 3a
becnnataH 6eXNYHN NHTEPHeT, Taga Hanajay fo6uja NpUCTyn oCeT/bUBUM NMOAaLMa KOPUCHUKA.

Haj6o/b HauvH fga ce 3alWITUTE MOBEP/bMBM MOZaUM NPUAMKOM Kopuwhera jaBHUX 6eXUUYHUX
Mpexa je Aa ce m3beraBa NMpucTynake Hano3MMa eNeKTPOoHCKe MoLuTe, APYLUTBEHUX Mpexa Uau
obaB/bake GUHAHCU|CKNX TpaHcakLuja.

4. BoanTun pavyyHa NnpuinKom npmjemMa nopyka Koje y ceé6m cagpxe npunore nimv inHKose

®PULLMHT je TN NpeBape Koja 3a LUWb MMa NpUKyN/bake 1 310ynoTpeby noBep/bMBMX NojaTaka
KOPUCHMKa, MONyT 6pojeBa BaHKOBHUX payvyHa, IO3VMHKK Hafora Ha ApyLUTBEHUM MpexXama Wau
NpUCTyNa eneKTPOHCKOj NOLWTK. JedaH 6poj GULLVHI HanaAa MMa 3a unb Kpahy kpegeHumjana, Aok
APYrM VIMajy 3a uwb ANCTPUOYLMjy 3n0HamepHor codtBepa. PuLWIMHT nopyke Hajuyewhe ce
AVCTPUBYMpPajy NyTeM NopykKa eNekTPoHCKe NoLuTe 1 KperpaHe cy ca HaMepoM Ja nsrnejajy kao Aa
Cy nocnaTe 13 Noy3jaHnx N3Bopa, AOK je TeKCT Mopyke Takas Aa cTBapa ocehaj 3HaTMXe/be, CTpaxa
NN XUTHOCTU C LUsbeM HaBohera nprMaoLa nopyke Aa 6p3o pearyje - KAMKOM Ha ogpeheHn NnHK
K nNpeysrMareM JokyMeHata 13 rnpunora. KAk Ha NHK BOAW Ha NaXXHYy CTPaHWLY, Koja 1n4ym Ha
NEernTUMHY, 1 KpernpaHa je y Luby Npukyr/bara nojaraka Kao WTo Cy ajpece e1eKTPOHCKe rnoLuTe
n no3nHke. [loAaTHO je BaXkHO BOAWTY payyHa O MoLln/baoLy NMopyke, 0 CaMmOM TeKCTy Mopyke - ja
AV MOCTOje rpamaTtuyke VAKX MPaBOMMCHE rpeluke 1 6UTM MocebHO 06as3pumB KOJ Mopyka Koje
cajpxe npuaore uam TMHKOBe. Bulle o pULLMHI NpeBapaMa MOXeTe MPoYnTaTh OBJAE.


https://cert.rs/files/shares/Fi%C5%A1ing%20cir.pdf

5. PeAOBHO a)Kypupare onepaTUBHOr cucTeMa U codpTBepa

Pef0BHO axypupare onepaTmBHUX cUcTema, copTBepa 1 anavkaumja noMoxe y npeseHumju ja 40
6e36esHOCHMX pu3MKa yonwTe aohe, 063MpoM Aa je rnaBHa CBpPxa aXxypupamwa Aa A0A4ajy HOBUHE,
nornpase WUan nobosbluajy copTBep Koju ce KopucTh. [lpenopyka je fJa ce yk/byydn ayTomMaTCko
axypupame 3a OnepaTtuBHU CUCTEM Kao M 3a CBe anuvkaumje Koje nMmajy Ty onuujy jep Hanagauu
MOTy KOPUCTUTM yOoueHe 1 MOo3HaTe pPakVBOCTU CUCTEeMa WAW anavkauuvja y ToKy crpoBofera
Hanaga. PegoBHUM axypuparem obe3behyjy ce 3akpre 3a youdeHe parMBOCTY, LUITO 33 Hanagaya
oTexaBa Mnocao y nssofemy Hanaga.

HaunoHanun UEPT npenopyuyje CBUM KOPUCHULIMMA €1eKTPOHCKe MoLluTe ja rnpujaBe UHLUUAEHT
ykonnko pohe po HeosnawheHor npeysuMaka Hanora, AOK TMPUMEHOM CBUX HaBeAeHUX
NpPeBeHTVBHUX Mepa KOPUCHULUM KMajy MOryhHOCT Aa ce caMu 3alTuTe Of OBakBMX BWUAOBA
MannLUMNO3HNX aKTVBHOCTU Hanajauva.

HayuoHanHu LEPT Penybauke Cpbuje He npomosuwe uau ¢asopusyje 6uno koju 00 KopuwheHux jagHux uzeopa, MeRy Kojuma cy u
KomepyujanHu npousegodu U ycayze. Cee npenopyke, aHanuze u nhpedso3u damu Cy y Yumy npeseHyuje u 3qwmume 00

6e36e0HOCHUX pU3UKa.
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